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Your PC ran into a problem that it couldn't
handle, and now it needs to restart.

You can search for the error online: HAL_INITIALIZATION_FAILED
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F— common. mk
t— kernel
— boot
sections. 1d
s Lar Lup . asm
startup.ce
— compiler.h
f— config.h
debug
F— asser L.ou
f— assert.n
— adb
handlor. asm
handler.cc
init.cc
protacol .cc
stub.h
— kernelpanic.h
f— null_stream.cc
null_stream.h
— wulpal.h
— devire
F— cgastr.cc
f— cgastr.h
— consale.cc
— consale.h
— keuhnard. rr
— keyboard.h
f— panic.cc
— panic.h
watch. co
— walch.h
— guard
— gate.h
— guard.cc
quard. h
— guardian.cc
— quardian.h
L— secure.n
— machine
f— acpi.cc
— acpi.h
— auicsys len. o
— apicsgsten.h
— cgascr.cc

t— kegdecoder .cc
kendecoder . h
— keu.l

— Tanir.re

t— lapic.h

t— mp_registers.h
F— bplogbox.cc

f— cgascr.h
cou.asm

— o h

— ot .re

— odt.h

— ioapic.cc

f— iocapic.h

— iocapic registers.h

— lo_port.h

— keyctrl.cc

— keyctrl.n

t— lapic_registers.h

— plugbox.h
serial.cc
f— serial.li

f— spinlock.n
f— ticketlock.h

— toc.acm
toe.cc
— Locoh
— ftnr. inm
— main.cc
— Makefile
— meeting
F— bell.cc
— bell.n

f— bellringer.cc

t— bellringer.h

f— mescageinfo.h
semaphore.co

— semaplor .l

f— waitingranm.re

L— waitingroom.h

— memory

f— ollocator.ce

— allocatar.h

— rapg.re

— copy.h

f— initmem.cc

f— initmem.h
kernelpaae.h

— malluc. cu

f— malloc.h

f— multiboot.h

f— ‘agocont.ce

gecont.h
dir.cc
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— tup
— uso

.
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pagetault.h
nAge. h
pageref.cc
pageret.h
range. h
user_buffer . h

jecl

bbuffer.n
o_stream.cc
o_stream.h

queue. h
queuelink.h
strhnf.re

strbuf.n

call

guarded_bell .cc
quarded_bell.h

uuar ded_keubuar . Cu
guarded_kegboard.h
guarded_scheduler.h
guarded_semaphore.h
suscall.cc
sustall.h

At

assassin.cc
assassin.h
dispatcher .ce
dispatcher .h
idlethread.cc
idlethread.h
scheduler.cc
scheduler b
thread.cc

Ui eau |

wAkenn . h

es. h

-

appl
I: appl.cc
h

annl
app2

I: kappl ﬁ‘:

kappl

math.h
memutil.cc
memutil.h
sort.h
slring. L
string.h
tar.cc
tar.h

ibsus

F— iuslrean.|

f— Makefile

— o_stream.cc

f— o_stream.h

f— strbuf.cc

— strbuf.h

— suscall_stubs.asm

f— suscall_stubs.cc

L— types.h

f— Makefile

RCNDME . md

— lesl=slrean

F— ransnie_ant.ee

— console_out.h

f— file_out.cc

f— file_out.h

— Makefile

L— test.rr

I: appd.cc
b1

f— imgbuilder.ce

f— init.cc

— Makefile

Makefile.app

— seclions. U

24 directories, 172 files
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Debugging with GDB & GEF

GNU Debugger (GDB)

+ Inspecting the system state while the system is running
- Only rudimentary TUI

(gdb) c
Continuing.

Thread 1 hit Breakpoint 1, guardian CLor ntext=Ex1A1lcfSs <cpu_stack+3912:) at
Gates gate = Plugbox: report [
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Debugging with GDB & GEF

GNU Debugger (GDB)

+ Inspecting the system state while the system is running

- Only rudimentary TUI

GDB Enhanced Features (GEF)

+ Extends GDB with a better interface

- in part visually overloaded

Editor/IDE integration

+ familiar environment

- setup overhead
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D O0x0010 3 0x0010  ; 0x0010 3 0x0010
push  edi
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add  cbu, OxfeB0
sub esp, 058
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1 Ox0008 1 OO0 1 0x0010

020101 & 1 [+0x0000 ¢
00101 aF 20| +0x0004
020101 af 24 | +000081
020101528 [+0x000c
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- 0x1002d40 <guardianer  push  edi
0x1002d41 <guardian+l>  push esi
0x1002d42 (guardian+2>  push  ebx
0x1002d43 <guardian+3>  call  0xl010F20 <__xB6.get_pc_thunk.bx>
0x1002d48 <guardian+@>  add  ebx, OufeB0
0x1002d4e {guardian+ld>  sub  esp, 0xB

- 19 i
20 (void) vectors
21 (void) context:
2 Gate* gate = plugbox.report(vector):
23

24 bool wantsEpilogue = gate-rprologue():

registers

Registers

stack

Stack

codetxBE132
Assembly

source./guard/guardian, co+ld

C/C++
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23

24 bool wantsEpilogue = gate=>prologue():

threads
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[#3] Id 4, Namet "', . reason: reads
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- 0x1002d40 <guardian+0> push  edi
021002441 <guardiaml>  push  esi b l
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021002448 {guardiam®>  add  ebx, OxFeBO
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20 (void) wector: C C
21 (void) context:
22 Gate* gate = plugbox.report{vector):
23
24 bool wantsEpilogue = gate-rprologue():
threads
[#0] Id 1, Mame: ", - rEasont
E % Id 2, Mame: "', . reason: Th d
Id 3, Name; "", . reason:
[#3] Id 4, Mame: ", . reasoni rea S
trace
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Ox1FFBO00 +
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- 0x1002d40 <guardian+0> push  edi
021002441 <guardiaml>  push  esi b l
0x1002d42 <guardian+2> push  &bx Asse m y
021002443 <guardiam®>  call  0xLOL0F20 <__xB6.get_pe_thunk.bx>
021002448 {guardiam®>  add  ebx, OxFeBO
0x1002dde <quardian+14> sub esp, Ox8

source./guard/guardian, co+ld

- 19 i /
3 (void) vectars C/C++

21 (void) context:
22 Gate* gate = plugbox.report{vector):
23
24 bool wantsEpilogue = gate-rprologue():
threads
[#0] Id 1, Mame: ", - rEasont
E % Id 2, Mame: "', . reasoni T
Id 3, Name; "", . reason: r] (j
[#3] Id 4, Mame: ", . reasoni rea S
trace
0x1002d40 + cuardian{vector=0x21, context=0x101af28)

0x100038b ~ irq_entry_33()
Ox1FFBO00 +

e BN Backtrace
Ox101b5e0 -

Thread 1{h1t Breakpoint 2, guardian (vector=0x21, context=0x101af28) at ./guard/guardian.cc:l9
13
gef>

Command Prompt



Breakpoints: (gdb) break <location>

Breakpoints

Interrupt the execution when it arrives at a defined code location.

fuction name .
. } optional prefix: source file

m abolute/relative line of code

m *address .
Interrupts before executing...
(gdb) b main function main
(gdb) b main.cc:main ... in main.cc
( b 63 line 63 in the current file
(gdb b main.cc:63 line 63 in main.cc
( in 3 lines
(gdb b *ox1ooa9ca instruction at address 0x100a9ca




Temporary & Conditional Breakpoints

Temporary Breakpoints: (gdb) tbreak <location>

Will be removed after they have been hit once, otherwise identical to
,nhormal“ breakpoints.
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Only interrupts if condition is fulfilled, e.g:

(gdb) b interrupt_handler if vector == 33

Only interrupts if the function interrupt_handler has been interrupted
by keyboard input (vector 33).



Temporary & Conditional Breakpoints

Temporary Breakpoints: (gdb) tbreak <location>

Will be removed after they have been hit once, otherwise identical to
,nhormal“ breakpoints.

Conditional Breakpoints: (gdb) break <location> if <cond>

Only interrupts if condition is fulfilled, e.g:

(gdb) b interrupt_handler if vector == 33

Only interrupts if the function interrupt_handler has been interrupted
by keyboard input (vector 33).

ff Attention: Non-trivial break- or watchpoints are implemented in
software — slow!



Watchpoints (Data Breakpoints)

Interrupts if a memory location is being written (or read):
watch <location>  write access

rwatch <location> read access
awatch <location> read & write access

(gdb) watch guard

(gdb) watch guard if guard.locked == 1



Managing Break-/Watchpoints

ignore  <id> <N> Ignore breakpoint N times
enable <id><id>.. Enable breakpoint
disable <id><id>.. Disable breakpoint
delete  <id> <id>.. Delete breakpoint




Step-by-Step Exection

step [count] - Next line

stepi [count] — Next instruction

next [count] - Next line (don’t enter functions)

nexti [count] - Next instruction (don’t enter functions)

until [count] - Repeat next until reaching the next souce code line

t Optional: repetition count

finish = Run to the return of the current stack frame
advance <location> - Run to <location>
continue — Execute to the next break-/watchpoint




unsigned int numCPUs = System::getNumberOfCPUs();
kout << << numCPUs << endl;
ApplicationProcessor: :boot();



unsigned int numCPUs = System::getNumberOfCPUs();
kout << << numCPUs << endl;
ApplicationProcessor: :boot();

Skip the current function:
(gdb) sk

Skip a specific function:
(gdb) skip function OutputStream: :operator<<

Skip all functions in a file:
(gdb) skip file object/outputstream.cc



info

info args List all function parameters

info locals List all local variables

info registers List all registers

info breakpoints List all breakpoints

info threads List all threads/CPUs

info skip List all skipped functions
=Y (cdb) helpi

Additionally:
backtrace print the backtrace
frame <id>  Switch to stack frame
thread <id> Switch to thread/CPU



Emit values from Memory or Registers

(gdb) print/<format> <expression>
(gdb) ex [ <count><format><unit> <expression>

Values for <format> Values for <unit>

X Integer (hex)

d Integer (signed, decimal) b Byte 8-bit
u Integer (unsigned, decimal) h Halfword  16-bit
t Integer (binary) (two) w  Word 32-bit
a Address (hex) + g Giantword 64-bit

Offset to the entry symbol
Float Determine the type of a symbol

Instruction ptype <Symbol>

— -



Modfiy the system under test: (gdb) set

(gdb) set Sesp = oxdeadbeef

Change a variable / memory location
(gdb) set numCPUs = 2

(gdb) set *((int *) ox1013fdc) = 42




GDB vs. Optimizations

In general: Optimizations make debugging hard:

m Elimination of variables
m Reordering of code

Relevant Compiler Options

-g Generate debug information
-00 Disable optimizations
-0g Only optimizaions that don't interfere with debugging



GDB vs. Optimizations

In general: Optimizations make debugging hard:

m Elimination of variables
m Reordering of code

Relevant Compiler Options

-g Generate debug information
-00 Disable optimizations
-0g Only optimizaions that don't interfere with debugging
-02 Almost all optimizations



GDB automatically executes commands in .gdbinit

m Predefined breakpoints
m Custom scripts

~/.config/gdb/gdbinit or ~/.gdbinit

auto-load local-gdbinit load local .gdbinit file
add-auto-load-safe-path ~/stubs Enable Path for loading

set disassembly-flavor intel Use intel syntax instead of AT&T syntax
set print asm-demangle on Demangle names

Example: project local . gdbinit

b assertion_failed
b Core:die



GDB & GEF in BS

The bitter truth...

You will have to debug




GDB & GEF in BS

The bitter truth...

You will have to debug

m make gemu-gdb-noopt
— profit?
m make gemu-gdb
m make VERBOSE= QEMUCPUS=1 all
m make gemu-wait + make gdb or external debugger

Debug with GEF
make <debug target> GDB=gef
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https://sourceware.org/gdb/current/onlinedocs/gdb.pdf
https://www.qgemu.org/docs/master/system/monitor.html
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